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Was ist DNSSEC

« Absicherung von DNS Daten mittels kryptografischer
Signaturen
« Asymmetrische Verschlusselung
« Der Empfanger von DNS Daten kann priifen (validieren)
das
= Die Daten vom Besitzer des privaten Schlussels
der Zone kommen
= Die Daten seit dem Einstellen in die Zone nicht
geandert wurden
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DNSSEC Validierung
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DNSSEC Records




RRSIG - Resource Record Signature

RRSIG-Record

www.sys4.de. 3600 IN A 194.126.158.154
www. sys4.de. 3600 IN RRSIG A 8 3 3600 20151009061215 (
7151002141517 57438 sys4.de.
NEaM4M1ut1YZe2W5V6+QP0/JkQ1TIpgWok421nwIrXey

Signierter P5E582z1ufwS/+01iCR8IPx872023heK0fhkoBIgmHISFQ
RRSia Tvpe QUtK3GhXh5R+Rt fhkPPOR87cVRy60026p1/R8BmSQX6P
9 1yp H/Fn9EgueVnhJDn@bmyWzQv/YgdNVBfIvNoGidy= )




RRSIG - Resource Record Signature

RRSIG-Record

www.sys4.de. 3600 IN A 194.126.158.154
www. sys4.de. 3600 IN RRSIGGA 8 3 3600 20151009061215 (

2751002141517 57438 sys4.de.
NEaM4M1ut1YZe2W5V6+QP0/JkQ1TIpgWok421nwIrXey
P5E58z1ufwS/+01CR8IPx872023heK0fhk@B9gmHI5FQ

Signier-

Algorithmus QUtK3GhXh5R+RtfhkPPOR87cvRy60026p1/R8Bm5QX6P

H/Fn9EgueVnhJDn@bmyWzQv/YgdNVBf9vNoGidY= )




RRSIG - Resource Record Signature

RRSIG-Record
Anzahl Label im

Domain Namen

3600 IN A 194.126.15'(122
3600 IN RRSIG A 8 3 3600 20151009061215 (

20151002141517 57438 sys4.de.
NEaM4M1ut1lYZe2W5V6+QP0/JkQ1TIpgW9k421nwI9rXey

www. sys4.de.
www. sys4.de.

P5E58z1ufwS/+0iCR8IPx872023heK@fhk@B9gmHI5FQ
QUtK3GhXh5R+RtfhkPPOR87cvRy60026p1/R8Bm5QX6P
H/Fn9EgueVnhJDn@bmyWzQv/YgdNVBf9vNoGidY= )




RRSIG - Resource Record Signature

RRSIG-Record
Original

TimeToLive (TTL)

3600 IN A 194.126.158.1%

3600 IN RRSIG A 8 3 3600 20151009061215 (
20151002141517 57438 sys4.de.
NEaM4M1ut1lYZe2W5V6+QP0/JkQ1TIpgW9k421nwI9rXey

www. sys4.de.
www. sys4.de.

P5E58z1ufwS/+0iCR8IPx872023heK@fhk@B9gmHI5FQ
QUtK3GhXh5R+RtfhkPPOR87cvRy60026p1/R8Bm5QX6P
H/Fn9EgueVnhJDn@bmyWzQv/YgdNVBf9vNoGidY= )




RRSIG - Resource Record Signature

RRSIG-Record
Giiltigkeitsende
der Signatur

3600 IN A 194.126.158.154

3600 IN RRSIG A 8 3 3600 20151009061215 (
20151002141517 57438 sys4.de.
NEaM4M1ut1lYZe2W5V6+QP0/JkQ1TIpgW9k421nwI9rXey

www. sys4.de.
www. sys4.de.

P5E58z1ufwS/+0iCR8IPx872023heK@fhk@B9gmHI5FQ
QUtK3GhXh5R+RtfhkPPOR87cvRy60026p1/R8Bm5QX6P
H/Fn9EgueVnhJDn@bmyWzQv/YgdNVBf9vNoGidY= )




RRSIG - Resource Record Signature

RRSIG-Record

www.sys4.de. 3600 IN A 194.126.158.154
www.sys4.de. 3600 IN RRSIG A 8 3 3600 20151009061215 (
20151002141517 57438 sys4.de.
L—LaM4M1lut1YZe2W5V6+QP0/JKQ1TIpgWok421nworXey
) P5E58z1ufwS/+0iCR8IPx872023heKdfhkoBIgmHISFQ
der Signatur QUtK3GhXh5R+RtfhkPPOR87cVRy60026p1/R8BM5QX6P
H/Fn9EgueVnhJDn@bmyWzQv/YgdNVBf9vNoGidY= )

Giiltigkeitsstart




RRSIG - Resource Record Signature

RRSIG-Record

www.sys4.de. 3600 IN A 194.126.158.154
3600 IN RRSIG A 8 3 3600 20151009061215 (

201510021415% 57438 sys4.de.

_,————7'7*’U?TVE;2W5V6+QPO/JleTIqu9k421nw9rXey

www. sys4.de.

';ey"snﬁ ':fy'ng P5E58z1ufwS/+0iCR8IPx872023heKofhkoBIgmHI5FQ
es Schiussels QUtK3GhXh5R+RtfhkPPOR87cvRy60026p1/R8Bm5QX6P
H/Fn9EgueVnhJDn@bmyWzQv/YgdNVBf9vNoGidY= )




RRSIG - Resource Record Signature

RRSIG-Record

3600 IN A 194.126.158.154

3600 IN RRSIG A 8 3 3600 20151009061215 (
20151002141517 57438 sys4.de.
NEaM4M1ut1lYZe2W5V6+QPOMKQLITIpgWok421nwIrXey

www. sys4.de.
www. sys4.de.

P5E58z1ufwS/+0iCR8IPy472023heK0fhk@B9gmHI5FQ
QUtK3GhXh5R+RtfhkPP4R87cvRy60026p1/R8Bm5QX6P
H/Fn9EgueVnhJIDnobAyWzQv/YgdNVBf9vNoGidY= )

Domain-Name
des offentlichen
Schliissels




RRSIG - Resource Record Signature

RRSIG-Record

3600 IN A 194.126.158.154

3600 IN RRSIG A 8 3 3600 20151009061215 (
20151002141517 57438 sys4.de.
NEaM4M1ut1YZe2W5V6+QP0/JkQ1TIpgWok421nwIrXey

www. sys4.de.
www. sys4.de.

P5E58z1ufwS/+0iCR8IPx872023heK@fhk@B9gmHI5FQ
QUtK3GhXh5R+RtfhkPPOR87cvRy60026p1/R8Bm5QX6P
H/Fn9EgueVnhJDn@bmyWzQv/YgdNVBf9vNoGidY= )

Signatur
(Baseb4)




DNSKEY - DNSSEC Schlissel

DNSKEY-Record

sys4.de. 3600 IN DNSKEY 256 3 8 (
Fu5qBoOtXH2VN1sx jKyrp+lsc/wyyw2Cn7guV

AAV.A.
7RMe4D1X/vU/dvF4Zy2yyv98ZHscBwgBRMbspr33fu28

Flags
256 -gZSK n27dEZrFBHHAVCRE3BzrsL8o/L/eU57xDF 9q6avRxGmg
- ThYt2Y54H607wuUP2ulhJjz2aQfmTbENLNL18gt8zIO0P

257 = KSK ) ; key id = 57438




DNSKEY - DNSSEC Schlissel

DNSKEY-Record

sys4.de. 3600 IN

Protokoll
3 =DNSSEC

DNSKEY 256 3 8 (
' u5qBo0tXH2VN1sx jKyrp+lsc/wyyw2Cn7guV

RMe4D1X/vU/dvF4Zy2yyv98ZHscBwgBRMbspr33fu28

n27dEZrFBHHAVCRE3BzrsL8o/L/eU57xDF9g6avRxGmg
ThYt2Y54H607wuUP2ulhJjz2aQfmThENLNL18gt8zI0OP
) ; key id = 57438



DNSKEY - DNSSEC Schlissel

DNSKEY-Record

sys4.de. 3600 IN

Schliissel
Algorithmus

DNSKEY 256
gBoOtXH2VN1sx jKyrp+lsc/wyyw2Cn7guV

e4D1X/vU/dvF4Zy2yyv98ZHscBwgBRMbspr33fu28

n27dEZrFBHHAVCRE3BzrsL8o/L/eU57xDF9g6avRxGmg
ThYt2Y54H607wuUP2ulhJjz2aQfmThENLNL18gt8zI0OP
) ; key id = 57438



DNSKEY - DNSSEC Schlissel

DNSKEY-Record

sys4.de. 3600 IN

Schliissel
(Base 64)

DNSKEY 256 3 8 (
AWEAAdZFu5qBo0tXH2VN1sx jKyrp+lsc/wyyw2Cn7guV
7RMe4D1X/vU/dvF4Zy2yyv98ZHscBwgBRMbspr33fu28

n27dEZrFBHHAVCRE3BzrsL80/L /eU57xDF 9g6avRxGmg
ThYt2Y54H607wuUP2ulhJjz2aQfmThENLNL18gt82I0P
) ; key id = 57438




DS - Delegation Signer Record

DS-Record

sys4.de. 86400 IN DS 47579 8 2 (
72EA1CE9CFBFB1A38BE335372F44C28878C93BF 0@
JE2855F7659DA935887 )

KSK Key-ID in
der delegierten
Zone




DS - Delegation Signer Record

DS-Record

sys4.de. 86400 IN DS 47579 8 2 (

Algorithmus des
KSK Schliissel




DS - Delegation Signer Record

DS-Record

86400 IN DS 47579 8 2 (
47D772EALICE9QEBFB1A38BE335372F44C28878C93BF0
AR35887 )

Hashing-
Algorithmus
( 2= SHA256)




DS - Delegation Signer Record

DS-Record

86400 IN DS 47579 8 2 (
47D772EA1CESCFBFB1A38BE335372F44C28878C93BF0

70E2855F7659DA935887 )

Hash des KSK
der delegierten
Zone




DNSSEC Validierung (vereinfacht)




"." (Root-DNS)

"example.org."

http://www.example.org.

DNS-Cache (kalt)




UNSQEC-Ua[lalerung |vere|n|ac|it|

"." (Root-DNS)

"example.org."

Was ist die IPv4
Adresse von
www.example.org http://www.example.org.

DNS-Cache (kalt)




UNSQEC-Ua[lalerung |vere|n|ac|it|

"." (Root-DNS)

Was ist die IPv4
Adresse von

www.example.org "example.org.”
2

http://www.example.org.

DNS-Cache (kalt)




UNSQEC-Ua[lalerung |vere|n|ac|it|

"." (Root-DNS)

Referral: hier sind
die DNS-Server

. "example.org.”
von “org

http://www.example.org.

DNS-Cache (kalt)




UNSQEC-Ua[lalerung |vere|n|ac|it|

"." (Root-DNS)

Was ist die IPv4
Adresse von

www.example.org

% "example.org."

http://www.example.org.

DNS-Cache (kalt)




UNSQEC-Ua[lalerung |vere|n|ac|it|

"." (Root-DNS)

Referral: hier sind

die DNS-Server
von "example.org.”

“example.org"

http://www.example.org.

DNS-Cache (kalt)




UNSQEC-Ua[lalerung |vere|n|ac|it|

"." (Root-DNS)

"example.org."

Was ist die IPv4
Adresse von

www.example.org
?

http://www.example.org.

DNS-Cache (kalt)




UNggEC-Uatlalerung |vere|n|ac|it|

"." (Root-DNS)
[ Record [ Fumktion |
www.example.org A IPv4-Adresse

"example.org."

hier ist die IPv4-
Adresse von
"www.example.org"
+ RRSIG

http://www.example.org.

DNS-Cache (kalt)




UNggEC-Uatlalerung |vere|n|ac|it|

"." (Root-DNS)
[ Record [ Fumktion |
www.example.org A IPv4-Adresse

"example.org."

DNSKEY fiir
example.org?

http://www.example.org.

DNS-Cache (kalt)




UNggEC-Uatlalerung |vere|n|ac|it|

"." (Root-DNS)
R | Fumon |

"example.org.

hier ist der
offentliche DNSKEY
fiir “example.org” +
RRSIG

http://www.example.org.

DNS-Cache (kalt)




UNggEC-Uatlalerung |vere|n|ac|it|

"." (Root-DNS)

[ Record [ Fumktion |
example.org RRSIG

DS-Record fiir
example.org? “"example.org."

http://www.example.org.

DNS-Cache (kalt)




UNSSEC-Ua[lalerung |vere|n|ac|it|

"." (Root-DNS)

R [ Funkton |
" campleorgos | Hashaes Sk |

hier ist der DS-
Record fiir
"example.org” +

RRSIG(org) "example.org."

http://www.example.org.

DNS-Cache (kalt)




UNggEC-Uatlalerung |vere|n|ac|it|

"." (Root-DNS)

[ Rewoa [ Fumcion |
" crampleorgDs | ashdesKsK |

DNSKEY-Record
fiir org? “"example.org."

http://www.example.org.

DNS-Cache (kalt)




UNSSEC-Ua[lalerung |vere|n|ac|it|

"." (Root-DNS)
R | Fumon |
" eampleorgds | Hashdesksk
hir st der DNSKEY-

Record fiir "org" +
RRSIG(org)
"example.org."

http://www.example.org.

DNS-Cache (kalt)




UNSSEC-Ua[lalerung |vere|n|ac|it|

"." (Root-DNS)

R [ Funkton |
" campleorgos | Hashaes Sk |
T oraonsKer |

offentlicher Schliissel

DS-Record fiir
org? "example.org."

http://www.example.org.

DNS-Cache (kalt)




UNSSEC-Ua[lalerung |vere|n|ac|it|

"." (Root-DNS)
[ Record [ Fumktion |
www.example.org A IPv4-Adresse

" compleargds | asnaeskok |
" asnaes sk

T wse [ sewurt | hir st der Ds-

Record fiir "org" +
RRSIG(.)

example.org DNSKEY offentlicher Schliissel

"example.org."

http://www.example.org.

DNS-Cache (kalt)




UNSSEC-Ua[lalerung |vere|n|ac|it|

"." (Root-DNS)
[ Record [ Fumktion |
www.example.org A IPv4-Adresse

" compleargds | asnaeskok |
" asnaes sk

T wse [ sewurt | DNSKEY-Record

filir "2 “example.org."

example.org DNSKEY offentlicher Schliissel

http://www.example.org.

DNS-Cache (kalt)




UNSSEC-Ua[lalerung |vere|n|ac|it|

"." (Root-DNS)
R | Fumon |
" eampleorgds | Hashdesksk

o [ sowurr | hir st der DNSKEY-

_DNSKEY Sffentlicher Schliissel Record fiir "." + example.org.
s s bl

http://www.example.org.

DNS-Cache (kalt)




UNggEC-Uatlalerung |vere|n|ac|it|

"." (Root-DNS)
R | Fumon |
" eampleorgds | Hashdesksk

| HashdesksK |

T owos |
example.org.
s [ st |

http://www.example.org.

Trust-
Anchor

Konfiguration

DNS-Cache (kalt)




UNggEC-Uatlalerung |vere|n|ac|it|

"." (Root-DNS)
dffentlicher Schliissel

offentlicher Schliissel

_DNSKEY Sffentlicher Schliissel example.org.
e [ sanars
Trust-Anchor for "." (Hash of) Public-Key

http://www.example.org.

DNS-Cache (kalt)




UNSSEC-Ua[lalerung |vere|n|ac|it|

"." (Root-DNS)
dffentlicher Schliissel

SKEY offent r Schliissel

org RRSIG Signatur T

"example.org."

DNSKEY offentlicher Schliissel

Trust-Anchor for "." (Hash of) Public-Key

hier ist der die IPv4
Adresse fiir
"www.example.org”
+ Authenticated Data http://www.example.org.

DNS-Cache (kalt)




Fragen?




